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(1) Categories of safety-related work 
requiring training and certification; 

(2) A description of the training and 
certification program for employees 
and contractors in safety-related posi-
tions; 

(3) Process used to maintain and ac-
cess employee and contractor training 
records; and 

(4) Process used to assess compliance 
with training and certification require-
ments. 

(q) A description of the configuration 
management control process, includ-
ing: 

(1) The authority to make configura-
tion changes; 

(2) Process for making changes; and 
(3) Assurances necessary for formally 

notifying all involved departments. 
(r) A description of the safety pro-

gram for employees and contractors 
that incorporates the applicable local, 
state, and federal requirements, includ-
ing: 

(1) Safety requirements that employ-
ees and contractors must follow when 
working on, or in close proximity to, 
rail transit agency property; and 

(2) Processes for ensuring the em-
ployees and contractors know and fol-
low the requirements. 

(s) A description of the hazardous 
materials program, including the proc-
ess used to ensure knowledge of and 
compliance with program require-
ments. 

(t) A description of the drug and alco-
hol program and the process used to 
ensure knowledge of and compliance 
with program requirements. 

(u) A description of the measures, 
controls, and assurances in place to en-
sure that safety principles, require-
ments and representatives are included 
in the rail transit agency’s procure-
ment process. 

§ 659.21 System security plan: general 
requirements. 

(a) The oversight agency shall re-
quire the rail transit agency to imple-
ment a system security plan that, at a 
minimum, complies with requirements 
in this part and the oversight agency’s 
program standard. The system security 
plan must be developed and maintained 
as a separate document and may not be 

part of the rail transit agency’s system 
safety program plan. 

(b) The oversight agency may pro-
hibit a rail transit agency from pub-
licly disclosing the system security 
plan. 

(c) After approving the system secu-
rity plan, the oversight agency shall 
issue a formal letter of approval, in-
cluding the checklist used to conduct 
the review, to the rail transit agency. 

§ 659.23 System security plan: con-
tents. 

The system security plan must, at a 
minimum address the following: 

(a) Identify the policies, goals, and 
objectives for the security program en-
dorsed by the agency’s chief executive. 

(b) Document the rail transit agen-
cy’s process for managing threats and 
vulnerabilities during operations, and 
for major projects, extensions, new ve-
hicles and equipment, including inte-
gration with the safety certification 
process; 

(c) Identify controls in place that ad-
dress the personal security of pas-
sengers and employees; 

(d) Document the rail transit agen-
cy’s process for conducting internal se-
curity reviews to evaluate compliance 
and measure the effectiveness of the 
system security plan; and 

(e) Document the rail transit agen-
cy’s process for making its system se-
curity plan and accompanying proce-
dures available to the oversight agency 
for review and approval. 

§ 659.25 Annual review of system safe-
ty program plan and system secu-
rity plan. 

(a) The oversight agency shall re-
quire the rail transit agency to con-
duct an annual review of its system 
safety program plan and system secu-
rity plan. 

(b) In the event the rail transit agen-
cy’s system safety program plan is 
modified, the rail transit agency must 
submit the modified plan and any sub-
sequently modified procedures to the 
oversight agency for review and ap-
proval. After the plan is approved, the 
oversight agency must issue a formal 
letter of approval to the rail transit 
agency. 
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